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1. JEE

KbrES] 2 T E R sl & A 7 2 13 2 B (Device Management, DM) -6 ) $ R 2
K, A FFE DM ¥ & @A E EFHE MK, DM 1 & LT & A bR AEf] 2 AR Z K.
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AFRTE N 53 A AT 1k N2, ide b B2 5 260 A W] DM - 6 Fr 75 22 10 06 22 Dy g
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2. AEMsIAXH

AN R ) 2GR AR 1) 51 I SO AR HERR 2. Modid H 51 i Scrk,
B 5 T BB O EFERREI A ST IS AE T AR e, SR1, SitRyE A dz
TR BRI 2% 5 WF 0 75 A A P X 8 SCAF B A o« N ANE H IR 5T SR, Hodse
FRAIE T AR -

5 FrifEd FrifE 24 FR RATEAL
IETF RFC7252 The Constrained Application
[1] IETF
Protocol (CoAP)
(2] OMA Lightweight M2M v1.0 OMA

3. ARiB. ENXMYERIE

BN AREBRENX

THIRE . & SURIZNE 5 T AR
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3. 2 4EHEIE

*3-2 YENgTE
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DMP Device Management Platform WHEH TS
IEEE Insitute of Electrical and FE AR T TR 2
Electronic Engineers
IMEI International Mobile Equipment [ B A% 3h 255 £ HHR G
Identity
IMST International Mobile Subscriber b A% 30 FH PR ) it
Identity
IP Internet Protocol FLE MY
IPv4 Internet Protocol version 4 MR A4
IPv6 Internet Protocol version 6 HL MRS R A6
LWM2M Lightweightmachine—to-machine R RALARBINLAS B
protocol
OMA Open Mobile Alliance TSR sk
UE User Equipment Kt B A%
4. EXHER

DM “F-£5 (Device Management Platform, DMP), & [EF5zh 2 A w] N2 i 4% (User
Equipment, UE) FEMLyEMr. &8, St E G, e (FEEIZAm AR DM
PR BNE) 2855 ] LAE S| DMP,  Hi DMP 58 SR 2635 1 BLT g
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6. 3 BEEIRRAIIRE

Hi T DMP FRE SRR R UE WA TE B, DMP AR EISHTHOR, SCRpif &
RN

6.4 UE BMHHriRIRAIThEE

B2\ DMP 1T UE B3R B4 &5 B 43 FriR (End Point Identity, EPI). RN EPI A2
ME—F, DMP &4 EPI ARIRAE—A> UE %% . UE 75 DMP %2 I 752 iR UE B3 42K
(End Point Name, EPN),  EPN £ 115 8 S b NS5 2 ilye 7.1 A 44 BN & 5L
T ARSI & EPN A& AAETE, DMP L ZRARHT EPN FRIZHARL, RHE LA HL 5
EPI:
(1) EPN H[EI €17 CMELL IMEI B, I CMEI AT IMEI HF42 1747 SR AN EPI;
(2) EPN X CMEI B, {#iF CMEI /R EPI;
(3) EPN & IMEI B, i IMEIE N EPI;
4 EPN A& RAE BB, DMP ALK IRAE B, FHAE G e i fRAE B
Y DMP JGiZMKHE EPN e EPI B, R4 UE MLATEAL UE L elidh 4

6.5 UE BUEIER

UE B XAE DMP _EyEM DI ED 0% . DMP 2010 5% UE S0 bnii s S0E I ) R0 &

Hi (ZW, 6.6 UE Ytk iR 50D .

6. 6 UE jRitHHRRIThEE

i\ DMP ] UE DA E&UF 1P Hikik, DMP AZ5i05% UE [93F I1P Mk, FJT- UE #i

HALE WS

6.7 IEEEXRE

DMP AT LLIEIFTA #2A DMP () UE T RS BREMm <, BFHEIER . WE UE LIRER

MNEE. UE (5 R RITEAES IR B & m BRI 2R

6.8 HIRMEITTNAE

DMP 27 XK B UE BUEE M, SFEEAFRT IP. UDP. CoAP. LwM2M Z5EPiHN
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6.9 BEBIEGFMHINEE

DMP WS HFAT UE EARMIE B FAFERAT R AN, BRREART U DIfE:
(1) FFmEEGA B

(2) SCHFEHRAAE S R S

(3) SCHFEICE T AR A 32 25 ) 5

(4) SCHFAHE BRI HVGE;

(5) SCHF#RAE H G IR

6.10 B IEIRIEINAE

HAEPRAE /2SR DMP ATLIX) UE _LAREE BT HME, BFEARTHE AW, Hihg
iy Bl pEsE:

(L BdEEl: FEEPUR, T UE LA T s

(2) HHagiit: FERBE, WX UE ST Sih, ARREART: W
. W Aair. WS, B E . BN TR UL R A St

(3) Bl PE: x5 Bod T DL aid S8 EibRic;

7. \ERiE

DMP 5 UE Z [AIf ML 54551 5. VEM. 8. BAEL. R&EHRE. FET
Bel  ETE 1T B 1T B 80 B A B, DMP 5 UE 2 (8] (1l iR PR SR 3B 6 OMA Lightweight
M2M v1.0).
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7.1 53| 5—-Bootstrap

G FHAE AT LwM2M PR30E X — MRk L 55 ks, HAE 2 H Lwmzm (1)
Client [7] Server #EATVEM, PAIREL LwM2M Server 115 2., SRI8% LwM2M Client (1) 5] 3
AR SRS 7.2 FEMRREFTE S DL S BOEA RN . 51 S RTERENSE 2,
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TR T UE Bl B R A B & A . L B IRAR R



AB—>X ALK

“

1.Bootstrap Request
) 2.Process

3.Write/Delete Bootstrap Info

)4.UE process

&—5. Bootstrap Transfer Finished

K7-15] e R =

517l 5 A i

1. UE i DMP 1% Bootstrap 2k, iK1 /2 (OMA Lightweight M2M v1.0)
W 8.2.2 ELR, TIPREIEE SN 2 (OMA Lightweight M2M v1.0) H' Appendix E
2R

2. DMP 4b3 Bootstrap Gk, ALE UE ZERIE R

3.4 DMP /1 b4 Write 55 Delete 1§11 SUER K64 UE, £ 53 /2(OMA Lightweight
M2M v1.0) 8.2.2 ZLR, A[HhiEgMIGE /BRI 2 (OMA Lightweight M2M v1.0)
Appendix E [J 23K

4. UE %18 Bootstrap [45 447 Ab P

5. DMP § Bootstrap £ #H 2. i UE A&, #3ili 2 (OMA Lightweight M2M v1.0) 8.2.2
2R

7.2 ¥ M—register

TN UE FEAE ] DMP I, 5] DMP AGE AR GG, E BT UE XA BRI H &
HETAN DMP TR LA B % B 2k Jm PR AR S5 25 4B T RARURAE T
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1.Register Request———

K——  2.Register Response

B 7203 AR
EMHRREG T
1. UE ZERTURALIN BL, 1A DMP R ETEMHE K
2. DMP #2U 3) UE FIvEMHE R G, K UE FEMHE BARAETE DMP, FEH) UE IR BEIHEIAGE S

7.3 BHEM——update

HAENHE B BCRESHE R, SOl ERE AR .

2.Update
info storage

1.Update Request————

K— 3.Update Response—————

FE7-35E HTE MR AL

TR AR UL R

1. UE [A] DMP RAZ NG K, HIE R Hbribiiky DMP 7 &
2. DMP 2R H UE 1158 BB AHE R 5

3. ¥ UE S 0 MHE BARAELE DMP



AB—>X ALK

7.4 5F¥%8-—de_register

2 UE B A FEER RSN, WA DMP AGREVES AR, AR

“

1.De-register Request———>|

2.Delete
Register info
storage

3.De-register Response——————

7-4 VEES TR AR

AR T

1. UE [a] DMP K851 K
2. DMP fHI B 1% UE S 7 1993 it
3. DMP IR [ IATH B

7.5 & BL%k——offline

24 UE 5 DMP [#)i%#:# 5 (OMA Lightweight M2M v1.0) H15E Y] UE LifeTime J& 14 ik
BRI, UE 7E DMP _ERPIRESESA N EZE (Offline) RS . BARFAZL FATR:



) 1.TimeOut
2.Switch UE
to De-
register
State
3. Command Msgq——
4 FIHFUEIRZS
ETE de
D reglster UE
@EEE%%E‘EE
5. ANERDMP_EUERZS I De-
K—registersiAM7E, IR[EError—
Msg
[ 7-5 Yk B

W& B IMFE UL :

1. DMP %1% UE it B 1) LifeTime {5 2 MM UE 275 H B TimeOut, W% UE 7 LifeTime i
5] N A HTE S, U DMP AL UE BT TimeOut IR ZS

2. % DMP XFRif¥) UE PATIEASEAE, DMP Btk UE X B v EMHE SR bk

3. fE UE BRI RVEASIRAS T, UE [ DMP &% JE Register 1 &

4. DMP HIBrith UE WRIRZS AR, Il B+

5. R [AEEIRE S UE, R EH L (OMA Lightweight M2M v1.0) & S 202
R

7. 6 EEEIREE{E-—read/write/exec/create/delete/discover/write attribute

DMP 5 UE 2 [A] 1% & & R /EIE/E (OMA Lightweight M2M v1.0) 23R, 43N read.
write. write attribute. execute. create. delete. discover 7 Fh¥EfE, HMV S mAEREA—FL,
M SRR IR



¢ 1. Action Request (read/write/write
attribute/create/delete/exec/discover)

) 2. Process

3. Response

) 4.Process

K7-6 B %8 B R AR IURE

WA E R RAR R

1. DMP [f] UE K2 & B B ERAE TR &

2. UE #24& Action Request 4T 41 B i AL PR B4

3. UE B AbHE 25 AT, K45 Bk [F1 2] DMP, J4 S 4% 2045 4 (OMA Lightweight M2M v1.0)
(152 SR 3% B R

4. DMP #2US 2 UE _EATHERE 5 3EAT FH R A AL 2]

7.7l E7TI#——observe

MR TN VE(E B AGRT B, Al UE /T LLE S T(E B Bk, ROEE LT HAE:

“

&—1.Action Request (observer)

) 2.Process

3.Response

7-7 18 BT e

E AT TR T
1. DMP ] UE KA & 15 BT R #E R4
2. UE 1R # Action Request HEATFH M i) AL FE B
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3. UE K AbFR 45 AT, BoE M HbrHlky oMp P&, 1R RS (OMA Lightweight
M2M v1.0) [#)5E X5 B [REE K

7. 8 BT I%-—cancel| observe
=

k——1.Action Request (cancle observer)

) 2.Process

3.Response

& 7-8 BUHITIRRTZ
BT R R an R
1. DMP [A] UE KA EUH B & 15 BT R #efE 4R &
2. UE 124 DMP ) Action Request HE4THH M. ) 4L 3 5h 7

3. UE KR AbFR 45 BT AL, a0 B brtidl v oMP &, T B RS (OMA Lightweight
M2M v1.0) )€ SCE B 5% B IR

7.9 1R HIEE —write attributes

41 DMP B EUE I VE N8R EIS L [ERAIT S 80 B iR, R

TR
== |

K&——1.Action Request (write attributes)

) 2.Process

3.Response

El% 7-9 1TRSHRERIZE
W ZHOERZI T
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1. DMP [i] UE K &[5 BT S HOR EHIEE S
UE 4 DMP 1] Action Request 347 AH W ) AL FR B4
UE K A0 S5 RAT L, Bdf 6 B Axtudi g DMP S &, T4 E4% :UFF 4 (OMA Lightweight
M2M v1.0) F5E LR B HYZER

7.10 HIE LR —notify
B B2 UE 301 DMP R EEIE L5075, Bl BREDR UE C& B T

DMP 5 BT BTG R, HHZ IR IHES1T TR E, )5 UE FIRYE DMP 2R (1)
bR AT B e N Bk, AL SRR IR

m

1SR

2.Notify

3.Data
storage

& 7-10 B LIRARTEREE
Hed AR AR R
1. R4 7.6 15 BT RNV S MARRIESR, 586 DMP 1] UE BIME ST 5, ff UE nfLLiZHR
DMP LR [RIEF [ J BRI 2%, i s B v a1
2. UE 7] DMP A E%# E3RiE B, HENEE AR TS (OMA Lightweight M2M v1.0)
FR, [FHHH AL DMP {5 BT v B PN (0 i B R
3. DMP i H| UE 1 iR EHE 5, # UE BdE AT 174

8. DMP 5 UE3EOZEK

DMP 5 UE [EIFIE EH 3T LwM2M B, 78 LwM2M B BL R 3T CoAP T, 18
fEWH BARE =35

A EM . V. EHEME R
BB A IE S BE I R R
BE=I WA B HEAE, B35 read/write/execute/discover E1F
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8. 1 thiSLBECEK

* 81 PIBUERCE K

il FERE PR
Client Registration UE VEMERIAEFER Binding Mode
Interface B&es A U (UDP)
& P S E A
Device Management UE ZE 3R B8 % £F Read, Write,
Interface (EA&EFD) S Execute $84
Resource  Observe  and UE # R % £F Observe/Cancel
Information Reporting observe /Notify
Interface X
CHRRAT b 5 80 EaRo
Data Format ((¥E 1% k% Il Data Format 3%
XRF

W)
Transport Layer Bingding UE R U (UDP) 5%
& Encoding (fEHuERGE | SCHF
7€ 5t

BAEAL RN R R

#* 8-2 Data Format &
Data Format TANA Media Type Numeric Content-Formats
[CoAP]

Plain Text text/plain 0
Opaque application/octet—-stream 42
TLV application/vnd. oma. lwm2m+tlv | 11542

TLV 7~ 40 F

08 00 13

Cl 01 01

C4 02 3F 80 00 00

Cl 03 01

C5 04 54 65 73 74 31

TLV Bl Type-Length-Value #3, A Type FBER/RIR KM, Length FEER /R
KJE, Value FBERRILNE .

HARE TR

% 8-3 TLV#RE X

TR SR L

Type | 8bit, HrhiE7fr e | 576 #AEIDM A . 00 % 78 Object
B, SO ABARAL Instance, 1137~Resource, 01. 108 ARAfFHH.
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M RRIDIIKE: 0£/RIDASbit, 1KRIDA
16bit.

EAM I N EAE Length KA. 00X REA
Length 7B, #2-HOARI AN BEKE; 01K R
Length =Bt N8bit, LI N ZHE Type 7B A 2-250
fir; 10 ~LengthF B N16bit, IR 20 Type
TR 2-H001; 118 /RLength B N24bit, It
i N 2 Type 7B 2B 2 2B 04

1D Sbita% 16bit LT 5 # &Y | Object InstancedfResourceffJID
fE

Length | 5Type B KR/ x) | NEFBIIKSE
N 1 0-24bit JE #4555 & A
N

Value | IRXCHE

FBUAT IR R
F8-4  TLV /R fBilfiHT
Type 1D Length Value i 15
08(0b00 00 10 00) | 0x00 | Ox13(195F7%) LR DUAT & Object Instance
C1(0b11 00 00 01) | 0x01 - 0x01 Resource
C4(0b11 00 01 00) | 0x02 - 0x3F 80 00 00 Resource
C1(0b11 00 00 01) | 0x03 |- 0x01 Resource
C5(0b11 00 01 01) | 0x04 - 0x54 65 73 74 31 | Resource

UE 305 B BRI AT L& —> Object Instance B¢ —> Resource, “FHEMI T AKKIEHE
B—A8i#E £ Resource,

8. 2Bootstrap JRFE R EK
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LwM2M Client [Lm\ [2M Bootstrap Stn'ex"

POST /bs?ep=xxXXX:XXXX

2.04 Changed

PUT /0/0

2.04 Changed

POST /bs

2.04 Changed

K 8-1 Bootstrap JifE
& 8-1 ffr7x, DMP 3T bootstrap i FEF EA UE 45 4% bootstrap request 53K,
bootstrap server K& bootstrap write iE>K, bootstrap server F& Bootstrap Finish
R NIRRT =AM R DU

8.2.1 Bootstrap Request

BRI FEEVE N UE i%E$HE Bootstrap Server, i3k Bootstrap Server 73t AL
Hk.

% 8-5 Bootstrap Request #5%E X

PRAE Bootstrap request
LwM2MZ % /bs?ep={endpoint name}
Z R e {endpoint name}: Wik, W£rHendpoint name (endpointname FE%

MRS CMEL S5 IMBISA5,  IMSIISiS%E, &85 N4 IR 1)
SRR I

CoAP-Method POST

CoAP-Option Option 1: Uri-Path (11) : bs, ¥iBH: F&5 BEIEFI NOptionZw 5
Option 2: Uri—Query (15) : {endpoint name}

CoAP—payload
Success 2. 04 Changed
Failure 4. 00 Bad Request, 4.15 Unsupported content format

8.2.2 Bootstrap Write

iZ P20 Bootstrap Server Kitg, FIT Bootstrap JR&#8 0 Fe— N AN LHAE, BA
Btr. BABIEEEKIEN/0/0 B Security BEEEAI G, Security Object HJ resource id A
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0 MBI TR B AN LILAE o

2% 8-6 Bootstrap Write B2 E X

ik Bootstrap write
LwM2MZ % /{0bject ID}/{Object Instance ID}/{Resource ID}
ZH A {Object ID}: 441k, FriHObject

{Object Instance ID}: mJ#E, #riHInstance, HAREWIZSEH, N
payload A ZiFg EObject Instance ID

{Resource ID}: mJ#E, #niHResource, #HARIET1ZZSE, Nlpayload
WZi$E EResource 1D

CoAP-Method

PUT

CoAP-Option

Option 1: Uri-Path (11) : {Object ID}

Option 2: Uri-Path (11) : {Object Instance ID}

Option 3: Uri-Path (11) : {Resource ID}

Option 4: Content—-Format (12) : #&3F NContent FormatZ i LFh
#3, Ulapplication/vnd. oma. lwm2m+t1lv

CoAP—payload

K X N0pt iond 45 E BB 1% =X

Success

2. 04 Changed

Failure

4. 00 Bad Request

PR ] EL B R AR -

Resource definitions

Range or
ID|Name Operations|instances|Mandatory(Type Enumeration Units|Description
0 JLWM2M Single Mandatory |String  |0-255 bytes Uniquely identifies the LWM2M Server or
Server URI LWM2M Bootstrap Server, and is in the
form:
"coaps: //host:port", where host is an IP
address or FQDN, and port is the UDP
port of the Server.
1 [Bootstrap Single Mandatory |Boolean| Determines if the current instance
Server concerns a LWM2M Bootstrap Server
(true) or a standard LWM2M Server (false)
2 |Security Single Mandatory |Integer |0-3 Determines which UDP payload security
Mode mode is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode
3: NoSec mode

K 8-2 Security Object HiHFEAE

8.2.3 Bootstrap Finish

%4 0 Bootstrap Server &g, T lEIWAEEA bootstrap i FE 58
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& 8-TBootstrap Finish #0E X

BefE Bootstrap Finish

LwM2MZ % /bs

CoAP-Method POST

CoAP-Option | Option 1: Uri-Path (11) : bs, ¥iBi: #5555 HHE K NOptionds 5

CoAP—payload

Success 2. 04 Changed

Failure 4. 00 Bad Request

8. 3BT MAIEH

8.3. 118 &R

UE fEAF X 58 Bootstrap Jitfe f5 M- & AR MHE K, HAEa T

1. UE [A] iR 5% 28 it A 3BT HE 3R, RSS2 v il >N Bootstrap A2 4 H Bootstrap Server
A] UE 5 A\H Security object H1f] resource id N 0 HIRENZ, BRI AN,

2 MRS dsim R UE MG R, FRECE] EPN, @I EPN 2 EPT, X} EPT #H4T%
B WSS, MR success, 75 MISEBURMG sk [l (1 me 524169 2 Tocation fH,
DMP %A UE 43 Fe—ANPE—11) location, BRI EPI BLKFRA S (EL “EPT; A S ” #a
PHE

3. UE BENJE R4 dsi 2 id 3% UE MPRESE S (AR, JFidsk UE RS NTEL
(ONLINE).

LwM2M Client LwM2M Server

POST address/rd?ep=xxxxixxxx&
Iwm2m=</1/1>, </2/1>, </3/0>

2.01 Created

K 8-3 B IEM

#* 8-8 THMHA B LR U A

#AE Register (A& TFEMHHEED
LwM2M 2% /rd?ep={endpoint name}&lt={lifetime}
&lwm2m={version}&b={binding} & {0ObjectLinks}
ZH UL {endpoint name}: Wik, &£ endpoint name (EPN FEZA[fiE
& CMEL 545, IMEL 508, IMSI S, JRASEE, &5 A ke
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PRI 3B AT 53 1)

{lifetimet: WJi%, ERINE N 86400 s (24 /M)
{version}: mJik, BRIAN 1.0

{binding}: mJi%, BRIAAU (R UDP)
{ObjectLinks} : @ik, w</1/1>, </2/1>, </3/0>
CoAP-Method POST
CoAP-Option Option

1: Uri-Path (11): rd, #H: &5 HEKY Option 45
Option 2: Content-Format (12): application/link-format
Option 3: Uri—Query (15): {binding}

Option 4: Uri—Query (15): {lifetime}

Option 5: Uri—Query (15): {endpoint name}
CoAP-payload LwM2M B SCAH S 400 {Ob jectLinks} ,

Blwi</>; rt="oma. lvm2m”, </1/0>, </3/0>,</6/0>
Success 2.01 Created

Failure 4. 00 Bad Request, 4.03 Forbidden

8.3.2 I&EAMEFER

UE 7E lifetime FIMARTFEZE A DUP AORVEM EFHHEE, LHMEWNT:

1. UE [a°F- &K 1% Update V4 5, FF48H7 UE VEHS P &G 3% [ FK) Tocation. AHRL BT
{E8 (I lifetime) PA S ObjectLinks Z&;

2. “FE M B AT SR, RS, WX UE I AH S MHE S22 4T 5837 il

lifetimes

LwM2M Client LwM2M Server

POST address /{location}

2.04 Changed

<=-Some time later:-*

POST address/{location}? It=6000&
</1/1>, </3/0>, </12/0>

2.04 Changed
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K 8-4 BN EE T B

R 8-9 VEAHH Sk O VE4 Y

EAE Update (4% 58T
LwM2M 2% /{location} ? 1t={lifetime}&lwm2m={version}
&b={bingding} & {objectLinks}
SR {Tocation} : ik, BRIME NEMHAFEHIREIF location. DMP ¥4 UE

(1) EPT LA S (L “EPT; A5 k& HHE) 14 location iR [H]
{lifetime}: Wi, ZRIAEN Register HEH ] lifetime
{version}: ®Jik, BRIAN 1.0

{bingding}: Wik, ERIAJHU (UDP)

{ObjectLinks} : Wik, W</1/1>, </2/1>, </3/0>
CoAP-Method POST

CoAP-Option Option 1: Uri-Path (11): {location}

Option 3: Uri—Query (15): {binding}

Option 4: Uri—Query (15): {lifetime}

CoAP—payload | lwm2m P AHISZEN_E {ObjectLinks},

U< /> rt="oma. lwm2m”, </1/0>, </3/0>, </6/0>

Success 2. 04 Changed

Failure 4.00 Bad Request, 4. 04 Not Found

8.3.3 EIHHE

UE [r] DMP & AZyE 849 2., I 25 DMP 4%

1. UE [P &M% 1% De—register VH &, F# UE M & 1% B location;

2. FERE location BB E A& MF: U (9IRA5 1 BIFREL UB KA F ik
(OFFLINE).

LwM2M Client LwM2M Server

Delete address / {location }

2.02 Deleted

K 8-5 I # LI B
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R 8-10 VM B4 1 vRam il B

¥EE De-register (AAIFEHTEHE)

LwM2M 2% /{location}

CoAP-Method DELETE

CoAP-Option Option 1: Uri-Path (11): {location}

CoAP—payload

ZHui {location}: @ik, BRIME AFMHAREHIREIF) location. DMP #f UE
() EPT AR JAS S (BL “EPTL; A S B P#4%) 1F9 location ik[A]

Success 2.02 Deleted

Failure 4. 00 Bad Request, 4.04 Not Found

8.4 HEWE, BUHME. HE LR, ®E Notify 3R



QB DX OAKAK

LwM2M Client LwM2M Server

PUT address/4/0/2&
pmin=10&pmax=60

A

Success

GET address/4/0/2

" 2.05 Content with Observe option
$

New Value ——>

10 Notify

§ 87
. 50s Notity

New Value — (40s) 7
110s Notity

(60s) 76

GET address/4/0/2

2.05 Content without Observe option

>

KI8-6BLENot i Fy il . JHEMEE . BUHMEE . JHE Lk
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8. 4.1 1% Notify SREZ

DMP £ X 3#n) UE KiIZEMESH I EIHE (Write Attributes) Mt B LI &3 5 1) BRI,
UE W BiZ 31 SR [B] Success.

2% 8-11 ¥£5E Notify HEHEELH A

BeAE Write Attributes (¥HE)
LwM2M Z% /{0bjectID}/{Object Instance ID}/{Resource ID}&pmin={Minimum
Period}&pmax={Maximum  Period}&gt={Greater = Than}&lt={Less
Than} &stp={Step}
S Object ID}: WAi%, 4 UE ERJBEIRNT S

Object Instance ID}: WJi&, U1 UE BEY&XS G SL 1) g
Resource ID}: Wik, w1UE b85S S

Minimum Period}: WJidk, MR BRI H/NAIRE

Maximum Period}: mJiE, PR IR E KRR

Greater Than}: Wik, HRAVEUEFFEKT 2

Less Than}: vk, bFHEIEE TR 2/ THEUE

Stepl: WL, PRIR EARERE f/NESR AR 1281k

R e T T e B e T e N

CoAP-Method PUT

CoAP-Option Option 1: Uri-Path (11): {Object ID}
Option 2: Uri-Path (11): {Object Instance ID}
Option 3: Uri-Path (11): {Resource ID}
Option 4: Uri—Query (15): {Minimum Period}
Option 5: Uri—Query (15): {Maximum Period}
Option 6: Uri—Query (15): {Greater Than}
Option 7: Uri—Query (15): {Less Than}
Option 8: Uri—Query (15): {Step}

CoAP-payload

Success

2. 04Changed

Failure

4. 00 Bad Request, 4. 04 Not Found, 4. 01 Unauthorized, 4. 05 Method
Not Allowed

8.4.2 MEHE

1. DMP F 3] UE AEMLIYE S (Observe) SRMLINITE YR F1F h BirA ol S B 528, UE
WeRZIE B A, KA T BN A B2 5 R DA B RS IR, AR A2 R B Success;

2+ UE fEIR[F] Success Ja, = #aM8dE AN, ARSI B BT B AR BUE ) Notify
TR CRIAR RO ) B P AR 5

R 8-12 MEIH B VEAN 1

I

Observe CWZZVHE)D
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LwM2M 2% /{0bject ID}/{Object Instance ID}/{Resource ID}
ZH A {Object ID}: 4hik, 40 UE Lf8EEXT 4%

{Object Instance ID}: WJ#E, Ul UE BIRNT S LIS
{Resource ID}: WmJi%, N UE FH&EIRMmS

CoAP-Method GET
CoAP-Option Option 1: Observe (6): 0 (iT[)
Option 2: Uri-Path (11): {Object ID}
Option 3: Uri-Path (11): {Object Instance ID}
Option 4: Uri-Path (11): {Resource ID}
Option 5: Accept (17 ): Content Format F* A7 g2 74, 1N

application/vnd. oma. lwm2m+t1v SEK /R 5 EdE E R AR

CoAP—payload

Success

2.05 Content with Observe option

Failure

4. 00 Bad Request, 4.04 Not Found, 4. 01 Unauthorized, 4. 05 Method
Not Allowed

8.4. 3 EUHMEHE

1. DMP #iex 3 3n] UE KIZEUH W ELH B (Cancel Observe) BUH Xt #1471 32 rp B3 Y&
FIMEL, 40 Cancel Observe /1/0/5, UE WgHiZil EIIR[E Success;
2. UE fEiR[0] Success J&, &f&1k E#/1/0/5 B Notify ¥H 5.

R 8-14 HUHMEZ I B4 1 i

EeAE Cancel Observe CHUIHM2LTHE B
LwM2M Z:% {Object ID}/{Object Instance ID}/{Resource ID}
S

Object Instance ID}: W[i%, 40 UE BEJFXT RS2 K19 5

/

{Object ID}: %i%, WIUE RRYZEIEXT R
{

{Resource ID}: w[i%, 1 UE L& S

CoAP-Method GET

CoAP-Option | Option 1: Observe (6): 1 (EUHITED
Option 2: Uri-Path (11): {Object ID}
Option 3: Uri-Path (11): {Object Instance ID}
Option 3: Uri-Path (11): {Resource ID}

CoAP-payload

Success

2.05 Content without Observe option

Failure

4. 00 Bad Request, 4.04 Not Found, 4. 01 Unauthorized, 4. 05 Method
Not Allowed
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8. 4. 4 BUIE L3R
LETH B S5 N, UE 4R DMP T ({55, E.5) DMP B M 22,
* 8-15 HE R VEANTE A

A Notify (&g E4RD
LwM2M 2%

CoAP-Method Asynchronous Response
CoAP-Option | Option 1: Observe (6): 2 CH#E i)

Option 2: Content-Format (12), BN Observe Accept Option H1i%

B AR
CoAP-payload | {newValue}: _FIRIIZIE(E
Success 2.05 Content (with Values)

Failure

8.5 RBREIEHE

UE YR E/E I ATHE & UE F0 DMP {34, Bl lifetime Ak, UE L@ EESEA —
ERR, Ebanmlse (R), ®[5 (W), w447 (B) BiHEAE, WEM— MR E R SiE A
W IR AT S B EAE N &R [A] Failure ¥4 S 2 DMP.,

| LwM2M Client ‘ I LwM2M Server ‘

GET address/3/0/0

2.05 Content

PUT/POST address/3/0/1

2.04 Changed

POST address/3/0/4

2.04 Changed

K 8-6 &4 E W E (Read/Write/Execute)

8.5. 1 IZHNEEIR

1. DMP [A] UE kK i% Read 4 E.
2. UE B Read JH B 5, SKEHHN A BEIREMEME, HRIE Read VAR, B2 B H
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ZURAE IR [A145 DMP, 45 M6,

R 8-16 BHUZHIR ELH i B
BAE Read (HEJEEEHO

LwM2M Z% /{0Object ID}/{Object Instance ID}/{Resource ID}
ZHULH {Object ID}: Ak, i UE Y6t 4
{Object Instance ID}: HJ#E, Ul UE BURNT S LB %5
{Resource ID}: Wik, W UE LHIBIRGm S

CoAP-Method GET

CoAP-Option Option 1: Uri-Path (11): {Object ID}
Option 2: Uri-Path (11): {Object Instance ID}
Option 3: Uri-Path (11): {Resource ID}

Option 4: Accept (17): %5 1 5[] Content Format Frp iy,
fMapplication/vnd. oma. lwm2m+t1v 42 Kn e BEFE 10 o tlv

CoAP—payload

Success 2.05 Content

Failure 4. 00 Bad Request, 4.01 Unauthorized, 4. 04 Not Found, 4. 05 Method
Not Allowed

8.5.2 G N&IR

L.DMP ] UE &1% Write /2, 4lWrite /6/0/5 F7EIH B G 8 357 TLUR 0 J8 MEAE,
PRI B A 2 A, BARRYE Write W RIS

2 UE UK B Write VB )G, BHEX NI FEIE S5, Win] 5 NN EdE 5 A sk,
SR JGiR[A] Success 45 DMP, 503 [A] Failure 7 B,

X 8-17 5 N GHRVELN Ui BH

e Write (BHIREN)
LwM2M 2% /{0Object ID}/{Object Instance ID}/{Resource ID}/{NewValue}
S Object ID}: A&, W1UE L f¥yExt %

{

{Object Instance ID}: Whik, U UE IR 5 LI HIgm 5
{Resource ID}: w[i%, 1 UE L& S
{

NewValue}: Wik, 5 ANRIEHIREMHE
CoAP-Method PUT/POST

CoAP-Option Option 1: Uri-Path (11): {Object ID}

Option 2: Uri-Path (11): {Object Instance ID}

Option 3: Uri-Path (11): {Resource ID}

Option 4: Content-Format (12): #%3 N Content Format FHHIJL




@B X X=X XX = XXX
&, @0 application/vnd. oma. lwm2m+tlv
CoAP-payload | Resource ID Fll Value #FEF3ERK TLV #& ZUAE payload B

Success 2. 04 Changed

Failure 4. 00 Bad Request, 4. 01 Unauthorized, 4. 04 Not Found, 4. 05 Method
Not Allowed

8.5.3 ITHIE (F[iE)

1. DMP [f] UE 3% Execute W&, @ Execute /6/0/5 FH7ETH B sk v #5715 6 ¥ U6 1)
HARHERME, i, FJE (Reboot), HE (Reset) %%, gl F R ER;

2. 4 UE #24B| Execute YR G, EEXNPIEIE T 0THAT, MENTAHRSFG 485, W
RHATHIIR [E] Success, FMIR[E Failure ¥ 5 2] DMP.

R 8-18 AT BEUF 4 Ui B
ik Observe C(FEJHIAT)

LwM2M Z% /{0Object ID}/{Object Instance ID}/{Resource ID}/{Arguments}
SRV {Object ID}: 44¥k, 41 UE RMIBEIENT R
{Object Instance ID}: @ik, Ui UE Y8 X 55261 95
{Resource ID}: @ik, Ul UE LHI&EIEGRS
{Arguments}: Wik, fFPATHIAS, WHEHE, XL

CoAP-Method POST

CoAP-Option Option 1: Uri-Path (11): {Object ID}
Option 2: Uri-Path (11): {Object Instance ID}
Option 3: Uri-Path (11): {Resource ID}

CoAP-payload | {Arguments}, ¥3 A Content Format FH (] text/plain #& Iz

Success 2.04 Changed

Failure 4. 00 Bad Request, 4. 01 Unauthorized, 4. 04 Not Found, 4. 05 Method
Not Allowed

8.5.4 TRAI

1. DMP [7] UE %1% Discover JH B ;
2. Y UE #k % Discover JHE G, MWHIERA URL, iR [EIXf N AT URT, 0
</6/0/1>,</6/0/2>,

F 8-19 BEUE AR ILVEAH 1 B
‘ Bk ‘ Discover CEVEKINL)
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LwM2M S /{Object ID}/{Object Instance ID}/{Resource ID}
ZH {Object ID}: @hik, 4nUE LRIBRYEXTHR

{Object Instance ID}: m[i%, 40 UE BWIEIT R LB 5
{Resource ID}: W[k, Wl UE _LAIBEIm S

CoAP-Method

GET

CoAP—-Option

Option 1: Uri-Path (11): {Object ID}
Option 2: Uri-Path (11): {Object Instance ID}
Option 3: Uri-Path (11): {Resource ID}

CoAP—payload

Success

2. 05Content

Failure

4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05
Method Not Allowed

8.5.5 FiFGIZE (Flik)

1. DMP [m] £ ) i% Create YH 5
2. 4 UE #:U8 3 Cerate VHE 5, MIEIERM ObjectLink, GIENSNBIEN %R, IR
[] £31) S ol T i, T P e 7

EeAE Create (fIEEHIF)
1wm2m—URI /{Object ID}
ZH {Object ID}: 4h¥k, 40 UE LM%

CoAP-Method

POST

CoAP-Option

Optionl: Uri-Path (11): {Object ID}
Option2: Content—-Format (12): &z A Content Format &1 B JLF A% 2,
4 application/vnd. oma. lwm2m+tlv

CoAP—-payload

Value $3E % TLV #% 2 FE payload B

Success

2.01 Created

Failure

4. 00 Bad Request, 4.01 Unauthorized, 4. 04 Not Found, 4. 05 Method Not
Allowed, 4.06 Not Acceptable

8.5. 6 FilFMER (AJiE)

1. DMP [A] UE Ki% Delete Y4 B;
2. 2 UE $U8F| Delete VHE 5, HRAEIERM) ObjectLink, MHERNSNHBIENT %R, FHiR
(] ) 5% ol D 8, 2 IAC 1) ] 37

#AF

Delete MR D |
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1wm2m—-URT /{Object ID}/{Object Instance ID}

ZH {Object ID}: WAi%k, 1UE LR8N
{Object Instance ID}: Wh#k, Un UE BURNT S L5

CoAP-Method | DELETE

CoAP-Option | Optionl: Uri-Path (11): {Object ID}
Option2: Uri-Path (11): {Object Instance ID}

CoAP—payload

Success 2.02 Deleted
Failure 4. 01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed
9. &EEX

9.1 HiRMITER SR NEKR

DMP Hictfs it At J2 Mg B 22 ORI AR 5%, AR B B 2, SE BVEIRIIE . 2 4Bl
I BRI S

9.2 HIEFRERERNEK

- BRAE A SR BN U5 [ SO A R BORIFEAT SHEVE SRR, ORI ORI B & ik

2. BUEAHHE AR A RSt AR 5SRO U iR s A8 = I P BRIt
ATRRLIE (B PR PR, Bl A5 17

3. HEAAHZ RO KO A7 2 St PR U AT A R4 2, g EL B S T DR
AR R HP AT R E -

4. HEArGE = RO T U5 R SO Z BV E R AL AR P i) H S S TR AT O, Rt
RILATHERRAE . RGPS

5. BRAAHIE T BSOSO TIRE, SCRPINS AR AL

9.3 RFEAREEK

WA £ S ek 7 1 75 1E 25 b oA 2 T il T B 10G = PERE N R B
ARG

Ddos B it BiE M 2% Ddos B 40G BRI &

SRUE ZRBIRE AR R, PRAIEDT ) 2 4 n] 4% MR, B %

B B 2L

Ay Hedle w4ty TE I AN Ay
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] AN R L e AR ST R B RO TR AT A OR | Bdle bR s, N
17 =
YEE AL PREYEEE i Tk AP NIRRT IN AR € S 7X24 /NI R AR

10. MREZK

Yy R - SR RN _E 3R F I B K 20 3N/

WEBMENE | PAER. FRIEERANE 800 21

B 25 0 R I | S 1 2 A R K 38

it

E A FVF AU B AL B N 15

WHEBNREHF | SRR AR SR 11z

LEAL SRR e A RIS AT R AETE | 99.99%

A X, P-4 B I HB 17 MR 99.50%
(e

MR A UE 5 DWP BIEHILRAER

24t 55 DMP 2 [8] (B A& il 4% % /2 42 51 F Constrained Application Protocol(CoAP
PO, B E GBS LWM2M B

1. RN

CoAP P2 IETF $& H 1 —FPTH 1Al I ZS P, R T 5 HTTP REIIIHRAE, O W%
NBIEI S REST AC H.LL R A9 ISk 156 . CoAP PN EE T REST #4E, REST 2f5%
RPRRAS LW B, 2 FLIRE Y SR 1) B 1 — PR T E A% o S T SR HTTP ST 52 BRER
i 9595, CoAP BEZ ERIBIEMSCK E ik, N EREEIRMEATSEIE(S. —J71H, CoAP
P24t URI, REST U5 ¥E4N GET, POST, PUT A1 DELETE, LA AT AT G ) Sk e i 1t
FIa . B— 4T, CoAP JETHELM UDP PMl, FHH Y 1P 28, AT 9R* uDP
FESIIIAN TSR, CoAP 22 LT iy A EALHLHI 1 55 b BEM L . I HLIRGLBEIRR BN, JF




B> X =XOKXAHKAKXK

A B

B

Request/Response
L CoAP
Transaction

UDP

6LoWPAN

A-1 CoAP MR~ EE

CoAP MUK F T XUZ 45 . 3545 )= (Transaction layer) bR SR (5 S8, [A]i,
IR 25 3R AT ZE A5 0] (1) SCHF o 1 5K /07 ) (Request/Response layer) F ML 0] BT YR 34T
ERAEIIE SR A RIS 2. o CoAP WM Y] REST #4285 T-1Z 2= ({5, REST 1 K i 7£— 4~ CON Bl
% NON JH & L, 1fi REST Wi H#EVCHC T ACK V42 L. CoAP FIXUZAbFE 73X, {75 CoAP
WA KA TCP B, AT LLAR AT SE (ARSI o ) FH BRUA ()58 I S8 A 4B E0E K 1) FAL [A) RS
IFIAJSEEL CON Y S ELAL, B 2T K HIIATH S . 4k, CoAP HIXUZAbBET7 AR

LR

CoAP 1S Il IETF RFC7252.

2.

NLA R

LWM2M & OMA ZH 2358 2 B4 I M2M B . LWM2M 5 X7 =AM I8 5 s

e LWM2M Server fR%5%s
o LWM2M client %%/ i 7 DTHAT Al 55 2 (1) i & A _E AR AT 45 31
e LWM2M 75| Ff%%5 Bootstrap server i 5THLE LWM2M %% /7 Ui

FEIX =AME SR 2 B4 4 N2 O

1.2
13
14

15

Device Discovery and Registration: %/ iy M 21 AR 55 25 38 0 AR 55 4% 5 1 Ui BT SC
I &e

Bootstrap: Bootstrap server fic & Client;

Device Management and Service Enablement: 54 1% UL ;

Information Reporting: _FHH ¥ JE(E 2K,

LWM2M Objects
LWM2M Protocol
CoAP
DTLS
UDP SMS

A-2 LWM2M i #%
LWM2M Objects: 45/N%F GOk v 25 7 By B AN RF 8 T RE SR, LWM2M Y6 8 L T —
N HR#E Objects, i
urn:oma:lwm2m:oma:2; (LWM2M Server Object)
urn:oma:lwm2m:oma:3; (LWM2M Access Control Object)
1 object ] LAHIRZ resource. LU Firmware object 7] LU Firmware g4 5,

size Z resource.

Vendor 1] LLH CV7E X object
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LWM2M Protocol: & X T —d8iZ#E#{E, LLUN Read, Write, Execute, Create or Delete.
CoAP: #% IETF 3E X [f] Constrained Application Protocol F KA LwM2M Hif&4 )2, T
JEFLLZ UDP B SMS .UDP JEIAZISCHF I, SMS /2 AT . CoAP A H T B2k,
AL

4. DTLS: s FRARUER 7 Iy IR 55 45 [ 1 22 4 1 ().

LWM2M P EA% 2 I, OMA Lightweight M2M v1.0.

3. HRamA:
A = o N
a) AR R
bit 32 32 8 8 16
Y[R | HmpHSE o [ 17 [ UPKE |
N ///,,—
N -
N -
bit N _ 16~ 16 16 16
i
KRR EE ISR
S -
A -7
N ////
Bk ] BRAE
=Sy 757 ¥ —
- \
- \
bit 2-72 4 8 16 \
Ver | T | TKL | Code | Message 1D
1 bytes Option Delta Option Length | ~~=__ Token (if any, TKL bytes) CoAP%
0-2 bytes Option Delta (extended) Options(if any...) }JE/EL
0-2 bytes Option Length (extended) /,’ 1111 1111 | PaylLoad (if any---)
0 or more bytes Option Value -7

A3 R EMIIR O R EE

4128 CoAP HHSLR SCA% 2\, CoAP Hi UDP 1 A& %L, 14§ UDP LA A sdi SCs =,
UDP %3 A 25 5573 118 CoAP HIMSLIR % stk A7 5 A AL %
CoAP Fpis% it 4N T -
® [ver)] iAYw"5, Fa/~ CoAP WM MIAA T FALT HTTP 1.O HTTP 1.1, hRA
%5 2 7, BUEA 01B.
® [T) #HSCKAY, CoAP HhilsE T 4 FARIE MR L, CON 3L, NON 3L,
ACK F} SCAIT RST 4] 3o
®  [TKL] CoAP FRIATFKE. CoAP B B WA I REAHAIARIRAF, —FlA
Message ID (& %5 ), —F A Token (ARiRFF). HAREANICEETH B9
Ty AHEFRIRFIN TSR SR AR L2 .
® [Codel ZhAERD/MiNfD . Code 7E CoAP i3RI SCANm N 4R S i A AN FIf %
PIER, Code i—AFHY, BT WIS, W 3 AL—E45r, 5 5 A6
G5 AT JTERR EH SR T c.dd 4544 . H 1 0.XX FRIR CoAP iR I FFl 7 ik,
1M 2.XX+ 4.XX 5 5.XX JUZR7R CoAP i J87 [t A H AR I o
[ Message ID] %5
[Token] ARiRFFHARANZS, I TKL 45 € Token K.
® [Option] #RICHET, LR SCETATBEE CoAP EHL, CoAP URI, CoAP iR
SHRN G SRR T 555
® [11111111B] CoAP i SCAIEARA H 2 [0 1 43 Ba T o

CoAP 375> Option, CoAP [] Option HJZIRJIELEURIR, RAIMG R itk .
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— I Option #1432 Option Delta. Option Length #1 Option Value =34y

[ Option Delta] /K Option 38, 4T Option M) Bk 555 T 2 BRI A
Option Delta 5 Fl,
® [Option Length] 37K Option Value 1 BARK

® [Option Value] FJR Option B4R A

CoAP W isdi S H BAREI{E 1 = L 275 CoAP 113 IETF RFC7252.

b) N EHE A

N EE R LG LwM2M T, AR LWM2M 5E X %3N Read. Discover. Write.

Write Attribute. Execute. Create. Delete 7 Fi#:{EFI Observe. Notify. Cancel Observation

=MER MR, N EBIEEAKE T CoAP WXHR SCH ) [ Option Y #8473 #E4T 4K 4
L Read £1E i

LWM2M LWM2M
Client Server

Read /3/0/0

A

Success

\ 4

Open Mobile Alliance

A-4 BUIRIEEUT IR
Server [f] Read i& R 35 £,

Ver | T | TKL |

01 (GET) | Message 1D

Token (if any, TKL bytes)
| Option Delta | Option Length

Object ID(Option Value) |
| Option Length | Object—Instance TO—Option

Value) |
| Option Length | Resource ID(Option Value)

1111 1111 | PayLoad (if any-)
A-5Read E3KIRIL
Client [5] & £ 4 0.
ver [ T | Tk | 01 (GED) | Message 1D
Token (if any, TKL bytes)
Options (if any...)
1111 1111 | Result

A-6 Read EIER3Z



B> X =XOKXAHKAKXK

iR B RimFERRAIER

DMPXT?@iﬁ‘ﬁﬁ%ﬁﬁﬂéj\ﬁi:;q, 45

(TUEERS,

v BAHE R ARG E S S

SGEBURZERS

«!T

KR53 —A~0bjectID, DMPXTit/\ObJethQObJectqﬂf? EﬁResourceﬁE?f%%}*

ObJectID’\@ﬂﬁD%%B 1:

ZB-1 ObjectID/HCE

ObjectID X R AR
30000 [GECSEFSPOE
30001 AR BT
30002 HERER B R
WS EX RS B IRUNRB-2, WS BN b [ R IR A SCRFObservetfiE .
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